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ONMPEAEJTEHUNA

B HacToAweM [OOKYMEHTe WCMOMb3YHOTCA Ccrefylowme TEPMUHBI U UX
onpegeneHus.

ABTOMaTM3NpPOBaHHaA CUCTeEMa - CUCTemMa, COCTOALWAA U3 mepcoHana u
KOMMJieKca CpeAcTB aBTOMaTtu3auuy ero AefTeNnbHOCTW, peanunsyrowas nHgpopma-
LMOHHYO TEXHO/IOTNIO BbINOJIHEHWNA YCTAaHOBNEHHBIX (DYHKL M.

AyTeHTU(MKaLMA OTNpaBuUTeNSA AaHHbIX - NOATBEPXAEHNE TOro, YTO OT-
NMpaBuTe/b MONYYEHHbIX JAHHbIX COOTBETCTBYET 3asiB/IEHHOMY.

Be3onacHOCTb MNepcoHasibHbIX [aHHbIX - COCTOSHME 3aLUULLEHHOCTHU
MepcoHanbHbIX  [aHHbIX, XapakKTepu3yemMoe CMNOCOOGHOCTbIO  MO/b30BaTenei,
TEXHUYECKMUX  CPeAcTB U WH(POPMALMOHHBLIX  TEXHONOrui  obecneynTb
KOH(PUAEHUNATbHOCTb, LENOCTHOCTb U LOCTYMNHOCTb MEPCOHaIbHbIX AAaHHbIX Mpu
X 06paboTKe B MUHPOPMALMOHHbLIX CUCTEMAX MePCOHA/IbHbIX JaHHbIX.

BuomeTpuyeckne nepcoHasibHble [aHHble -  CBEfEHUfA, KOTOpble
XapaKTepusyT (M3M0N0rMYecKne 0CO6EHHOCTM Ye0BEKA M Ha OCHOBE KOTOPbIX
MOXHO YCTAHOBWUTb €ro JIMYHOCTb, BK/KOYasa (ortorpagumm, oTrnevyaTtku nasbLes,
obpa3 ceTyaTKM rnasa, OCOOEHHOCTM CTPOEHMA Tena W APYryw nofobHyro
NHOopMaLmio.

BEnoknpoBaHue MepcoHanbHbIX AAHHbIX - BPEMEHHOEe MpeKpaLeHune
06paboTKM NepcoHasbHbIX AaHHbIX (3a UCKNKOYEHWeM CcfyyaeB, eciv o0bpaboTka
Heob6xoAVMMa AN YTOYHEHUSA MEePCOHA/bHbIX JaHHbIX).

Bupyc (KOMMNbIOTEPHbIA, NPOrpaMMHbIA) - UCMNOMHAEMbIIA NPOrPaMMHbIiA
KOL WNN UHTeprnpeTupyemblii Habop WMHCTPYKUWIA, 06/1a4ar0LWLNiA CBONCTBaAMIN He-
CaHKLMOHMPOBAHHOIO pacnpocTpaHeHUs W camoBocnpoussegeHns. Co3faHHble
Ay6/MKaTbl KOMNbIOTEPHOrO BUpYCa He BCerfa coBnafatoT C OPUTMHANOM, HO CO-
XPaHAKT CNOCOGHOCTbL K Aa/ibHeilleMy pacnpocTpaHeHWo Y caMOBOCMpOU3Be/e-
HUIO.

BpegoHocHaa nporpamma - nporpaMma, npefHasHavyeHHas 4/d OCyLLlecTB-
NEHNs HeCaHKUMOHMPOBAHHOIO focTyna u (1Uin) BO3LeNCTBUA Ha MepcoHallbHble

[JaHHbIE UMK pecypchbl VIHCbOpM&LI,MOHHOVI CUCTEMBI NEPCOHa/IbHbIX AaHHbIX.



BcrnomoraTenbHble TEXHUYECKME CPeAcTBa M CUCTEMbl - TEXHUYeCKue
CpeAcTBa M CUCTEMbI, He NpefHa3HauYeHHble 414 nepefayn, 06paboTKM 1 XpaHeHUs
MepCcoHaNbHbIX [JaHHbIX, YCTaHaB/MBaeMble COBMECTHO C TeXHUYECKMMU CpPefcT-
BaMM U cUCTemamu, npefHasHavyeHHbIMU 4151 06paboTKM MepCoHasbHbIX AaHHbIX
WA B MOMELLEHMAX, B KOTOPbIX YCTaHOB/IEHbI WMH(OPMALMOHHbIE CUCTEMbI Nepco-
Ha/NlbHbIX AAHHbIX.

[ocTyn B onepauvoHHYO cpegy KoMmnbloTepa (MHMOpMAaLMOHHOM
CUCTEMbl MEPCOHaNbHbLIX [AaHHbIX) - TMOAYYeHVE H3MOXHOCTM 3anycka Ha
BbLUO/IHEHME MITaTHbIX KOMaHA, (YHKUWIA, npouesyp OnepauyvioHHOW CUCTEMbI
(YHWUTOXeHMs, KONWPOBaHWA, MepeMelleHmMss U T.M.), WUCNOJIHAEMbK (DainnoB
NPUKNa4HbIX NPOrpamm.

[ocTyn K nHgopmaumm - BO3MOXHOCTb MOMYYeHUs WUHHOPMaLUN U ee WUC-
MoNb30BaHMUA.

3aknafo4yHoe YyCTPOMCTBO - 3/IEMEHT CPeACcTBa CbeMa MHOopMaLUn, CKPbITHO
BHeApseMbli  (3aKnagblBaembliA  WAM  BHOCMMbIA) B MeCTa H3MOXHOIO Cbema
MH(opMaLuy (B TOM YuClie B OrpaxieHue, KOHCTPYKUMIO, 060pyLoBaHue, npesveTsl
MHTepbepa, TPAHCMOPTHbIE CPeACTBa, a TakKXe B TeXHWYEeCKue CpefacTBa M CUCTEMbI
06paboTKM MHDOpMaLKUK).

3awmuiaemas MHGopmaumsa - MHpopMaLmMs, ABNAIOLLAACA MPeSMeTOM Cob-
CTBEHHOCTM W MOAJSIeXallas 3alute B COOTBETCTBMM C TPebGOBaHUAMW MPaBOBbIX
LOKYMEHTOB W TPeboBaHWAMM, YCTaHaBNMBaEMbIMU COOCTBEHHUKOM MH(OPMALNN.

NpeHTnukauma - npucsoeHne cybbektaM M 06bekTam [oCTyna WAeHTU-
(ukatopa ¥n (UM) CpaBHeHVEe TMPeabABNAEMOro WAEHTURUKATOPA C MEPEUYHEM
MPUCBOEHHbLIX UAEHTU(PNKATOPOB.

NHpopMaTUBHBIA CUTHAN - 3M1eKTPUYECKME CUTHA/bl, aKYCTUYECKME, 3/eK-
TPOMarHWTHble 1 Apyrue (U3MYecKre Mong, no n”ametpam KOTOPbIX MOXET ObMb
packpbiTa KOH(MAeHLMaibHas nHpopmaumsa (NepcoHasibHble faHHbIe) obpabaTbiBaemast

B UH(hOPMaLOHHOW CUCTEME NEPCOHANTbHBIX JaHHbIX.



NHdopMaLMoHHbIe TEXHOIOMMKU - MNPOLIECChl, METOAbI NOUCKa, cbopa, ?da-
HEHWUs, 06pPabOTKW, NPeAOCTaBMNEHUS, PACNPOCTPaHEHUs WHGopMaLMn 1 Crnocobbl
OCYLLLEeCTB/IEHNSA TaKNX NPOLLECCOB U METOAO0B.

MNHopmaunoHHasa cucTtemMa nepcoHanbHbIX faHHbIX (WCMAOH) -
COBOKYMHOCTb cofepXanuixcs B 06a3aX [AaHHbIX MePCOHaNbHbIX [AaHHbIX U
obecrneymBaroWmMX NX 06paboTKy MHMOOPMALMOHHbLIX TEXHOMOTUA U TEXHUYECKMX
CpeacCTB.

Mcnonb3oBaHMe MepcoHanbHbIX AaHHbIX - AelcTBUS (onepaunn) c
MepcoHanbHbIMW AaHHbIMMK, COBEpLUAeMble OMNEpPaTtopoM B LUENsax MNPUHATUA
PEWEHNA WNN  COBEPLUEHUA WHbIX AEWCTBUI, NOPOXAAKLWNX HPUANYECKne
NOCNeACTBUA B OTHOLWEHUM CybObeKTa MePCOHaNbHbIX AaHHbIX WAW APYrUX nuy,
nnbo MHbIM 06pa3oM 3aTparmBaroLLMX npaBa U cBO6OAbLI CYyObEKTA NEPCOHANbHbIX
AaHHbIX UK APYTUX NAL.

MCcTOYHUK yrpo3bl 6e30nacHOCTU MHQoOpMaunm - cybbekT AocTyna, mare-
pPUa/IbHbIN 00BLEKT UM IN3NYECKOE SIBNEHWE, SBNAIOLLMECS NMPUYNHON KO3HUKHOBEHMS
yrpo3bl 6e30MacHOCTM UH(opMaLUK.

KoHTponupyemas 30Ha - MNPOCTPaHCTBO (TEPPUTOPUS, 3[aHKe, YacTb 3[4aHNS,
MOMELLEHNE), B KOTOPOM WCK/IKOYEHO HEKOHTPONMPYEMOE MpebbiBaHMe MOCTOPOHHUX
NNL, a TaKXKe TPAHCMOPTHbIX, TEXHUYECKNX N MHBIX MaTepuasibHbIX CPeACTB.

KoHnaeHUManbHOCTb MepCcoHasibHbIX [aHHbIX - 00s3aTefibHoe A1
cobnoeHnsa onepaTopoM WUAM MHbIM MOMYUYMBLUMM AOCTYN K MEPCOHasIbHbIM AaHHbIM
NMUOM TpeboBaHMe He AONyCKaTb WX pacrnpocTpaHeHWe 6e3 cornacus Ccybbekrta
NnepcoHasibHbIX AaHHbK MW HANIMYNS MHOTO 3aKOHHOI0 OCHOBAHWS.

MeXceTeBOW 3KpaH - N0KanbHOoe (0OHOKOMMOHEHTHOE) UK PYHKLMOHA/IbHO-
pacnpefeneHHoe nporpammHoe (MporpaMMHoO-annapaTHoe) CPeACcTBO  (KOMMMEKC),
peannaytoLLiee KOHTPO/Ib 3a MHopMaLmeld, NOCTynaroLLen B MHDOPMALMOHHYHO CUCTEMY
NePCOHa/IbHbIX JaHHbIX U (UN1K) BbIXOAALLEN U3 UHPOPMALIMOHHON CUCTEMBI.

Hapywuntens 6e30nacHOCTU MepcoHasibHbIX AaHHbIX - (M3MYecKoe NNLLO,

CNyyaiiHo UK NpeaHaMEPEHHO COBEpLLAtOLLIEe ABVCTBIS, CNEACTBUEM KOTOPbIX SBNSETCS



HapyLleHne 6e30MacHOCTU NEepPCOHabHBIX AaHHbLIX NPU MX 06paboTKe TEXHUYECKUMU
CpefAcTBaMu B MHPOPMALMOHHBK CUCTEMAX NEPCOHabHbK AaHHbIX.

HeaBTomaTusvpoBaHHass 06paboTka nMepcoHasibHbIX  [JaHHbIX -
06paboTKa nepcoHasnbHbIX AaHHbIX, COAEPXalMXca B MHHOPMALMOHHOW cucTeme
NMepCcoHanbHbIX [AaHHbIX MO0 W3BMIEYEHHbIX W3 TaKOMW CUCTEMbI, CUYMTAETCH
OCYLLLeCTBIEHHOWA 6e3 MCMNOJIb30BaHNA CpeLcTB aBTomMaTtm3auum
(HeaBTOMAaTM3MPOBAHHOMW), €C/IN Takne AeACTBMA C NepPCOHaIbHbIMU AaHHbIMM, KaK
MCMO/Ib30BaHNE, YTOYHEHWE, PacnpoCcTpaHeHWe, YHUYTOXEHME MepCoHaNbHbIX
OAHHbIX B OTHOLIEHWW KaXXAOro U3 CYObeKTOB MepCOHasIbHbIX AaHHbIX,
OCYLLEeCTBNATCA NPU HEMOCPELCTBEHHOM Yy4acTUN YesioBeKa.

HepgeknapnpoBaHHble BO3MOXHOCTU -  (DYHKUMOHa/IbHbIE BO3MOXHOCTU
CPeACTB  BbUWUCIUTENIbHON TEXHWKW, HE OnWCaHHble WM He COOTBETCTBYHOLLME
OMUCaHHbIM B [JOKYMEHTaUWW, NPY UCMOMb30BaHUM KOTOPbIX BO3MOXHO HapyLUeHue
KOH(IMAEHUNANbHOCTN,  AOCTYNMHOCTU  WAW  LENIOCTHOCTM  0bpabaTbiBaemMon  UH-
hopmayuun.

HecaHKUWOHMPOBaHHbIN AOCTYN (HeCaHKUMOHMPOBaHHbIE AeACTBUSA) -
[OCTYN K MH(opMaumMm vnn JeicTsms ¢ MHGopMaumeid, HapyLuatowiee npasuia pas-
rpaHnyeHnss [OCTyna C WCNOMb30BaHMEM LUTATHLIX CPEeACTB, MNpPeAocTaBsieMblX
NH(OPMAaLMOHHBIMU CUCTEMAMM MEPCOHANbHbIX AaHHbIX.

HocuTenb MHMopmaumm - (U3nMYecKoe NNLO UM MaTepuasibHbI 0OBEKT, B
TOM 4ucne hnsnyeckoe rnose, B KOTOPOM MHHOPMALUA HAXOAUT CBOE OTPaXKEHWE B BUJE
CVYMBO/10B, 06pa3oB, CUrHA/IOB, TEXHUYECKUX PELLEHNIA 1 NPOLLECCOB, KOIMYECTBEHHbIX
XapaKTepucTuK PU3NYeCKNX BENNYNH.

Ob6e3iunBaHue rMepcoHasbHbIX [AaHHbIX - [EWCTBUA, B pe3y/bTaTe
KOTOPbIX CTAaHOBMTCA HEBO3MOXHbIM 6€3 MWCMO0Nb30BaHMA LOMO/HUTENIbHON
NH(OpMaLumn onpeaennTs NPUHALNEXHOCTb NepCOHaNbHbIX AaHHbIX KOHKPETHOMY
CYyObeKTY MepcoHanbHbIX AaHHbIX.

O6paboTKa nepcoHasbHbIX JaHHbIX - N060e aencTBue (onepaums) nam
COBOKYMHOCTb [AeCTBMIA (Onepaunin), coBeplliaemMblX C UCMOb30BAHUEM CPELCTB

aBToMaTmnsaunn win 6e3 MCnonb3oBaHUS TaKUX cpegcts C rMepcoHa/ibHbIMU



JaHHbIMKW, BK/O4Yas cbop, 3anucb, CUCTeMaTU3auUWMIO, HAKOMMEHUE, XpaHeHue,
yTOuHeHue (06HOBMEHWE, W3MEHeHWe), W3B/IeYEHME, WCMONb30BaHWe, Mepesavy
(pacnpocTpaHeHue, npegocTaBneHne, AocTyn), obesnnumsaHue, GNOKMPOBaHMe,
yAaneHne, YHNUYTOXeHNe NepcoHanbHbIX AaHHbIX.

OO6LwenocTynHble NepcoHasibHble [aHHble - MepcoHa/ibHble [aHHble,
[JOCTYN HeOrpaHWYeHHOro Kpyra nuy K KOTOpPbIM MNpefocTaB/ieH C cornacus
cybbekTa MepcoHasibHbIX [aHHbIX WM  Ha KOTOpble B COOTBETCTBUM C
(befepanbHbIMX  3aKOHAMW  He  pacnpocTpaHseTca TpeboBaHWe CoO6MOAEeHUA
KOH(pMAEHUNANBHOCTH.

Onepatop (nepcoHasibHbIX [aHHbIX) - TOCYAapCTBEHHbIA opraH,
MYHULUNANbHBLIA OpraH, puanyeckoe nUan ¢uU3nyeckoe NnL0, CaMOCTOSATENbHO
WM COBMECTHO C APYrMMM NiMLamun opraHusytowme n (Unm) ocyLecTBastoLLmne
06paboTKy nepcoHanbHbIX [aHHbIX, a TakKxe onpefenswouime uenm o6paboTku
MepcoHasbHbIX AaHHbIX, COCTaB MepCOHaNbHbIX AaHHbIX, NOoAexalnx o0bpaboTke,
AencTena (onepaunn), copepliaemble ¢ NePCOHaNbHbIMU AaHHbBIMMN.

TexHNYecKne cpefcTBa MHHPOPMALMOHHOM CUCTEMbl MMepPCOHaNbHbIX
AAHHbIX - CPeAcTBa BbPLUC/UTENILHOM TEXHUKW, WUH(POPMALMOHHO-BbIYUCIUTENIbHbIE
KOMMJIEKChI M CETU, CPEACTBA U CUCTEMbI Nepedadn, nprema n obpabotkm MAH (cpeactsa
M CUCTEMbl 3BYKO3amnucK, 3BYKOYCWIEHWUS, 3BYKOBOCMPOW3BEAEHUS, MEPEroBOPHbIE W
Te/leBM3nolble YCTPOWCTBA, CPeACTBa M3rOTOBMIEHUS, TUPAXXMPOBAHUA JOKYMEHTOB U
Apyrvie TeXHUYecKme cpeacTea 06paboTKM peyeBoid, rpamyeckon, BnUaeo- N B6yKBeHHO-
LUNGPOLOIA MHopMaLmK), NporpaMMHble cpefcTea (ornepalMoHHbIE CUCTEMbI, CUCTEMbI
ynpasneHns 6asaMu [aHHbIX W T.MN.), CPeACTBa 3alMTbl MHOPMaLMK, NPUMEHAEMbIE B
NH(POPMALMOHHBK CUCTEMAX.

MepexBaTt (MHoOpMaLMK) - HenpaBOMepHOe MofiyyeHne UHpopmaumn ¢
MCMONb30BAaHWEM TEXHWYECKOr0 CPefCcTBa, OCYLLEeCTBAAKOLWEr0 O6HapyXeHue,
npvem 1 06paboTKy MHPOPMATUBHLK CUTHAsIOB.

MepcoHanbHble AaHHble - N106ad MHPOPMaUMS, OTHOCALLAACA K MPAMO
WX  KOCBEHHO OMpeAenieHHOMY WAM  OnpejensemMoMy  (PU3NYeckKomy nuuy

(Cy6beKTYy NepcoHaNbHbK aHHbK);



MOGOYHbIE  9/1EKTPOMArHUTHBIE  WU3/TYYEHUS U HABOAKM
3NEKTPOMArHUTHbIE U3NMYYeHUs TeXHWUYECKUX CPeAcTB 06paboTKM 3alluLLaeMol
nHopMaLMM,  BO3HMKalOWMe Kak  Mo6OYHOE  SBNEHME U Bbl3BaHHbIE
3NEKTPUYECKMMMN CUTHANaMu, AeACTBYIOWMMN B UX 3NEKTPUUECKUX U MArHUTHbIX
Lensix, a TakXXe 3/1eKTPOMarHUTHbIe HABOAKW 3TUX CUTHANOB Ha TOKOMPOBOASLLME
NIVHUW, KOHCTPYKLIMM U LiENU MUTaHUS.

MonnTMKa  «4YUCTOr0  CToMa» -  KOMMMEKC  OpraHM3alMoHHbIX
MEPONPUATUIA, KOHTPONMMPYHOLMX OTCYTCTBME 3aNUCbIBAHMS Ha ByMaxHble
HOCUTENN KAoYeid M aTpubByToB AoCTyna (naponei) u XxpaHeHuUs uUX B6GAU3U
06bEKTOB OCTYyMa.

Monb3oBaTeNnb MHPOPMALWOHHOW CUCTEMbI MEPCOHasNbHbIX AaHHbIX -
nnUo, yyacTBytowee B (DYHKUMOHMPOBAHUM  WH(OPMALMOHHOW  CUCTEMDbI
MepPCOoHaNbHbIX JaHHbIX UM NCNONb3YIoLLee pe3ynbTaTbl ee (YHKLNOHUPOBAHMS.

MpaBuna pasrpaHNYeHns AoCTyna - COBOKYMHOCTb MPaBw/, pernaMeHTu-
PYHOLMX NpaBa AOCTyna CyObeKTOB A0CTyna K 06bekTam AoCTyna.

MporpamMHas 3aknafKa - Koj nporpammbl, npeHaMepeHHO BHECEHHbIN B
MnporpaMMmy C Lieflbl0 OCYLLeCTBUTb YTeUKY, NU3MEHWUTb, B/10KMPOBaTb, YHUUTOXUTb
VHHOPMALIMIO UM YHUUTOXUTb M MOAU(ULMPOBATL NMPOrpaMmmMHoe o6ecnedyeHune
NHHOPMALMOHHO CMCTEMbI MEePCOHANbHbIX AaHHbIX U (MnK) 610KMpPOBaThL anna-
paTHble cpeacTBa.

MporpaMmHoe  (NporpaMMHO-MaTeMaTUYecKoe)  BO3feiicTBUE -
HECaHKLMOHMPOBAHHOEe  BO3/E/iCTBME HA  PECypcbl  aBTOMATU3UPOBAHHONA
NHHOOPMALMOHHON CUCTEMBI, OCYLLECTB/ISEMOE C UCMO/b30BaHNEM BPEAOHOCHbIX
nporpamm.

PacKpbITe MepCOHasNbHbIX [JaHHbIX - YMbIMILIEHHOE WAM ChyyvaiiHoe
HapyLleHne KOH(MMAEHLMANbHOCTM NePCOHaNbHbIX AaHHbK.

PacnpocTpaHeHUe MNepcoHanbHbIX AAHHbIX - AEACTBUSA, HamnpaB/eHHble

Ha PacKpbITEe NEPCOHANbHbIX AaHHbIX HEOMpPeAeNeHHOMY KpYry NuL.



Pecypc MH(OPMaLMOHHOW CUCTEMbI - UMEHOBAHHbI 3/1IEMEHT CUCTEMHOTO,
NMPUKNagHoro nnu annapaTHoro obecneyeHuns (hYHKLMOHMPOBAHUSA
NH(OPMaLMOHHOWN CUCTEMDI.

CrnieymanbHble KaTeropum MnepcoHanbHbIX AaHHbIX - MNepCcoHaNbHble
[aHHble, KacatoLimecs pacoBoi, HaLMOHaNbHOW MPUHAANEXHOCTU, MOAUTUYECKUX
B3rNA40B, PENUTMNO3HLIX MAN (PUNOCONCKUX YOEXAEHWUA, COCTOSAHMA 340P0BbS U
UHTUMHOW XXWN3HW Cy6beKTa NePCOHasIbHbIX AaHHbIX.

CpefcTBa BblYMCAUTE/IBHON TEXHUKW - COBOKYMHOCTb MPOrpaMMHbIX U Tex-
HUYECKUX 3/1EMEHTOB CUCTEM 06pabOTKM [aHHbIX, CMOCOO6HbK (YHKUMOHMPOBATb
CaMOCTOATE/IbHO UM B COCTaBe LPYrUX CUCTEM.

CybbeKT pgoctyna (CybbekT) - /MU0 uam npouecc, AerACcTBUA KOTOPOro per-
NaMeHTUPYIOTCA NpaBuiaMmn pasrpaHnyeHuns LocTyna.

TeXHUYECKU KaHan YyTeYKN MHpopMaLnm - COBOKYNHOCTb HOCUTENS UH-
topmaumm (cpeactea 06paboOTKM), (PM3MUYECKON Cpeabl PacnpoCcTpaHeHUs WHAQOop-
MaTMBHOIO CUrHana u CpeAcTB, KOTOPbIMY J00bLUAETCA 3almiiaeMas MHpopmaums.

TpaHcrpaHnyHasa nepefgayvya rMepcoHasibHbIX faHHbIX - nNepefjaya
MepcoHanbHbIX  [AaHHbIX ONepaTopoM 4Yepe3 [OCYAapCTBEHHYK  rpaHuuy
Poccuiickonn  depgepauum  opraHy  BnacTM  MHOCTPaHHOro  rocyfgapcrsa
(hM3MYECKOMY UNN FOPUANYECKOMY NTMLY MHOCTPAHHOro rocyapcraa.

Yrpo3bl 6e30MacHOCTN MepcoHasibHbIX AaHHbIX - COBOKYMHOCTb YC/OBMIA U
(haKTOpOB, CO3Jal0LLMX OMACHOCTb HECAaHKLMOHNUPOBAHHOIO, B TOM YMC/IE C/lyHalHOro,
[0CTyNa K NepcoHasIbHbIM AaHHbIM, Pe3y/1bTaTOM KOTOPOro MOXET CTaTb YHUUTOXEHNE,
N3MeHeHue, 6/10KMpOBaHNe, KONUPOBaHWe, pacrnpocTpaHeHne NePCoOHaIbHbIX JaHHbIX, a
TakXXe WHbK HeCaHKLMOHMPOBaHHbIX AENCTBMIA Npu nx 06paboTke B MH(OpPMaLMoraom
cucTeme NEPCOHasIbHbK AaHHbK.

YHUUTOXEHME MepPCOHalIbHbIX [aHHbIX - [eACTBUA, B pe3ynbTaTe
KOTOPbK CTAHOBMUTCA HEBO3MOXHbIM BOCCTAHOBUTb COAEPXKaHMEe MNepcoHasIbHbIX
JaHHbIX B WMH(OPMALMOHHOW CUCTEME MEPCOHaNbHbK [aHHbIX W (AAKn) B
pe3ynbTaTe KOTOPbIX YHUUTOXKAtOTCA MaTepuasibHble HOCUTENN MepPCOHabHbIX

[aHHbIX.



10

YTeuka (3aWMuiaemMoii) MHGopMauum Mo TeXHUYECKUM KaHanam -
HEKOHTPO/IMPYEMOE PacrnpoCTPaHeHre MHAOPMaLIMI OT HOCUTENS 3alluLLLaeMOoli MHAOp-
MaLuy Yepe3 (U3NYECKYIO cpefly A0 TEXHWYECKOro CPeACTBa, OCYLLECTBASIOLLErO
nepexsat UH(opMaL N,

YSA3BUMOCTb - CNabocTb B CPEACTBAX 3alLLMThI, KOTOPYH MOXHO MCMO/b30BaTh
ONs HAPYLLUEHWS CUCTEMbI MU COAEPXKALLIEVCA B Heli MH(opMaLn.

LLeNoCTHOCTb MHMOpPMaLMN - CMOCOBHOCTb CPEACTBA BbIUMCNTENLHOW TEX-
HUKW WX aBTOMATW3NPOBAHHOM CMCTeMbI 06ecneunBaTh HEM3MEHHOCTb MHOpPMaLK B

YCNOBMSAX CyYaiiHOro M/unim npeaHaMepeHHOr0 UCKaXKeHUSs (paspyLUEHNs).



OBO3HAYEHNA N COKPALLUEHWHA
ABC - aHTUBMpPYCHbIE CpeAcTBa

APM - aBTOMaTM3MpOBaHHOE pabouee MecTo

BTCC - BcnomoraTte/ibHble TEXHNYECKMe CpeacTBa i CUCTEMbI
NCMAH - nHpopmaumoHHas cmctema NepcoHaibHbK aHHbK
K3 - KoHTponupyemas 30Ha

NBC - nokanbHasa BbIYUCNTENbHAA CETb

M3 - MeXceTeBOW 3KpaH

HC/, - HecaHKUMOHNPOBAaHHbIW JOCTYN

OC - onepaunoHHas cuctema

MNAH - nepcoHasibHble JaHHble

NMMB - npogaMMHO-MaTemMaTMyeCKoe BO3LeNCTBMe

MO - npohamMmmHOe o6ecrnedeHmne

M3MWH - No604YHbIe 3/1eKTPOMarHUTHbIE N3TYYeHNs 1N HaBOAKM

CA3 - cucTema aHanmsa 3allMLLeHHOCTH

C3WU - cpeacTtsa 3aWmThbl MHGOpMaLmn

C3MNAH - cucrtema (noacucrtema) 3almTbl NepcoHabHbIX AaHHbIX

COB - cuctema 06Hapy>XeHUs BTOPXXEHNI
MCY U - TexHNYecKme KaHasbl yTeUKM NHopMaumm

YBIMAH - yrpo3sbl 6e30MacHOCTM NepPCOHasIbHbK AaHHbK

11
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BBEAEHWE

Hactodwas [Monntuka wHMOOpPMaLMOHHOMW 6e3onacHocTM  (panee -
Monnutnka) B YnpasneHUn obpasoBaHusa r. BonrogoHcka, aBnsetcs ouumnasbHbIM
LOKYMEHTOM.

Monutnka paspabotaHa B COOTBETCTBMM C UenaMu, 3ajadyamum U
npuHUMnammn obecneyeHns 6e30MacHOCTN NEPCOHANIbHbIX AaHHbIX M3/10XKEHHbIX B
MonoXxeHnn nHhopmaymoHHon 6esonacHoct MCIMAH YnpaBneHusa o6pasoBaHus
r. BonrogoHcka.

Monntuka paspaboTaHa B COOTBETCTBUM C TpeboBaHWsMKU DefepanbHOro
3akoHa oT 27 wuwona 2006 r. Ne 152-®3 «O nepcoHaNbHbIX AAHHbIX», Ha
OCHOBaHWMK:

- TMpukaza ®CTOK Poccun ot 18 theBpand 2013 roga Ne 21 «O6
yTBepXaeHun CoctaBa M COfAepXXaHWs OpraHun3auMoHHbIX U
TEXHMYECKUX Mep no obecrevyeHUt0 6e30MacHOCTN NePCOHaIbHbIX
OAHHBIX MpU  UX 06paboTKe B WMHMOPMALMOHHBIX CUCTEMAX
MepCcoHaNbHbIX AaHHbIX»,

- «TwunoBbIX TpeboBaHW N0 opraHusaumMm u 06ecrnevyeHuto
(OYHKUNOHNPOBaHUSA LWNGPOBaNbHbIX  (KpunTorpauyeckmx)
CPefcCTB, MpefHa3HaYeHHbIX M8 3aHWTbl WHMOpMaLuUn, He
cofiep)allen CBefeHU, COCTaBNAILWMNX FOCYAapCTBEHHYHO TalHy
B C/ny4vae M3 MCNO/b30BaHMA And obecrieveHns 6e30MacHOCTU
NMepcoHasbHbIX [JaHHbIX NpY UK 06paboTKe B MH(OPMaLMOHHbIX
cucremax NMepcoHanbHbIX AAHHBIX», YTBEPXAEHHbIX
pykosogcteom 8 LleHTpa ®CBb Poccum 21.02.2008 r. Ne 149/6/6-
662.
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B Monutuke onpepgeneHbl TpeboBaHMA K nepcoHany WCII[OH, cTeneHb
OTBETCTBEHHOCTW  MepcoHana, CTPYKTypa M HEOOXOAWMbIA  YPOBEHb
3alMLLLeHHOCT, CcTaTyC W [O/DKHOCTHble  06A3aHHOCTM  COTPYAHWUKOB,
OTBETCTBEHHbIX 3a 0becreyeHe 6e30MacHOCTN NepCcoHasbHbIX AaHHbIX B MCIOH

YnpaBneHus 06pa3oBaHus r. BonrogoHcka.
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1.06wme NonoXxeHns

Llenbto  Hactoswen Tlonutukun, aBnsetca obecnedyeHne 6e30MacHOCTH
00bEKTOB 3alMTbl YnpasneHUs obpasoBaHuA r. BonrogoHcka OT BCeX BWOB
Yrpo3, BHEWHUX WU BHYTPEHHUX, YMbIW/IEHHbIX W  HenpeAHaMepeHHbIX,
MUHMMM3aUMA yuepba OT BO3MOXHOW peanusauumn yrpos 6esonacHoctu [MAH
(YBMAH).

Be3onacHOCTb MNepCcoHasibHbIX [aHHbIX AOCTUIaeTca MyTemM WCK/IYeHUS
HeCaHKLWOHMPOBAHHOIO, B TOM 4MCNe CAy4YaHOoro, AoCTyna K MepcoHasbHbIM
OAaHHBLIM, pe3y/bTaTOM KOTOPOro MOXEeT CTaTb YHUYTOXEHWe, U3MEeHeHMue,
6110KMpoBaHMe, KONMpoBaHMe, pacnpocTpaHeHe NePCoHaNbHbIX AaHHbIX, a TakXkKe
MHbIX HECAHKLMOHNPOBAHHbIX AeACTBUIA.

VH(popMauns n cBsidaHHble C Hel pecypcbl JO/HKHbI ObiTb JOCTYMHbI A1
aBTOPM30BaHHbLIX Monb3oBatenied. [O/MKHO OCYLLEeCTBAATHCA CBOEBPEMEHHOE
06Hapy>eHue u pearvpoBaHue Ha YBI14H.

[OMKHO  OCYLLecTBNATLCA  NpefoTBpalleHne  npefHaMepeHHbIX WK
CNyyarHbIX, YaCTUYHbIX UMM NOJSIHbIX HECAHKLMOHMPOBAHHbLIX MOANGMKALUIA NN
YHUUYTOXEHWNSA JaHHbIX.

CoctaB 00beKTOB 3aWuTbl npeacTaBneH B «[lepeyHe MNepcoHasbHbIX
AAHHLIX, NOANeXallnX 3aLunTe».

Coctas VCIAH nognexauimx 3awmrte, npeactasneH B «[epeuyHe NCTTOAH».
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2.06nacTb gencTeus
TpeboBaHMA  HacToAwein [MoNMTUKM  pacnpocTpaHAalTCad  Ha  BCeX

COTPYAHMKOB YrpaB/eHusi 06pas3oBaHus . BonrogoHcKa (LUTaTHbK, BPEMEHHBIX,
paboTaloLMX MO KOHTPaKTy M T.M.), a Takke BCeX Mpouunx nuy, (Noapsaumkum,

ayanTopbl 1 T.N.).
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3.Cucrtema 3alnThbl MepcoHasibHbIX AaHHbIX

CucteMa 3allMTbl MEPCOHaNbHbIX faHHbIX (C3MAH), cTpouTca Ha

OCHOBaHWN:

NTorosoro otyeta 06 o6cnegoBaHum NCI4H;

OTyeTa 0 pesynbTatax MnpoBefdeHWs  BHYTPEHHeN MpoBepKu
3awmTbl MAH Ha 6ByMaXKHbIX HOCUTeNAX.

MMepeyHs nepcoHanbHbIX faHHbIX, MOAMEXaLLNX 3anLTe;

AKTa Knaccugpumkaymm MHPOPMaLNOHHOW CUCTEMBI NEPCOHANTbHbLIX
AAaHHbIX;

Mogenu yrpo3 6e30nacHOCTU NEPCOHANbHbIX JaHHbIX;

MaTpuubl AocTtyna nonb3oBaTenein K 3awmuLaemMbim
NHOopMaumMoHHbIM pecypcam VCIMAH;

PykoBofawmnx gokymeHTos ®CTIK n ®Cb Poccun.

Ha OCHOBaHUM 3TUX [OKYMEHTOB OMpefensieTcs Heo6XOAMMbIA YypOBEHb

3awmuweHHocTn NAH kaxgon MCMAH YnpaBneHus o6pasoBaHns r. BonroaoHcka.

Ha ocHOBaHMM aHanM3a akTyanbHbIX Yrpo3 6e3onacHocTu MAH onMcaHHOro

B Mopenn yrpos, faenaeTca 3ak/louyeHWe O HEeo6XOAMMOCTM MCMOMb30BaHWS

TEXHNUYECKNX CpPeactB W oOpraHmM3ayMOHHbIX MepOI'IpI/IFITI/Iﬁ ans obecreyeHus

6ezonacHocTu [MJH. BbiGpaHHble HEO6XOAMMble MEPONPUATUS OTpaxarTcs B

«MnaHe MeponpusaTKiA No obecrneyeHnto 3aWwnTbl MOAH».

Ansa VCTOH fonXeH 6blTb COCTAaBNEH CMUCOK UCMO/b3YEMbIX TEXHUUYECKMX

cpeacTs 3auwuThl (ganee - CMMCOK), a TaK e MPOrpaMMHOro o6ecrneuyeHus

yyacTeytollero B obpabotke MNAH, Ha Bcex anemeHTax NCIAH:

APM nonb3oBartenen;

CepBepa NpUIoXeHN;

CYbA,

paHuua N1BC,;

KaHanoB nepefayn B CceTM 06WEro nonb3oBaHusa u (Mnn)

MeXQyHapoaHOro obmeHa, ecnn no HAM nepegatotcea MAOH.
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B 3aBucumocTn oT ypoBHA 3awuiieHHocT VICTTAH 1 akTyanbHbIX Yrpos,
C3IMAH MOXeT BK/OYaTb CliefytoLime TeEXHNUYECKMe CpeacTBa:

- @HTMBUPYCHbIE CpefcTBa Ans pabouymx CTaHUMI NOJSib3oBaTeNnein u
CepBepoB;

- CpeAcTBa MeXCeTeBOro aKpaHMpoOBaHUS;

- cpeActBa  KpunTtorpaguMyeckonW  3awWuMThbl  MHOpMaumu, npwu
nepefaye 3alllNLLaEMO MHOPMALMN MO KaHanam CBA3MN.

Tak >e B CNUCOK [A0/MKHbl OblTb  BK/KOYEHbl (DYHKUUW  3aLLATSI,
obecneymBaemble LWITaTHbIMW cpeAcTBaMy 06paboTku TAH onepayMoHHbIMU
cuctemamm  (OC), npuknagHeim MO ¥ chneunanbHbIMKM  KOMMJIEKCAMM,
peannayroLwmnmMn cpeactaa 3awnTbl. CNMCOK MYHKLMIA 3alLMTbl MOXET BK/KOYATh:

- YNpaB/ieHUe ¥ pasrpaHMyeHne AocTyna nosb3oBaTesnen;
- perucrtpauuio u yyeT AeNCTBUIA C UHDOPMaLNEN;

- o0becneynBaTb LEMIOCTHOCTb [aHHbIX;

- MPOU3BOAUTL 0OHAPYXXEHUI BTOPXKEHUIA.

CnucoK MCNofb3yeMblX TEXHUYECKUX CpeacTB oTpaxaetca B «[llnaHe
MepoNpuATUA No 06ecneyeHUO 3aluTbl MePCOHaNbHbIX fAaHHbIX». CnucokK
MCMONb3yEMbIX CPEACTB [JO/MKEH MOAAEPXKNBATLCSA B aKTyaslbHOM COCTOSHUM. [pu
M3MEHEHMUW COCTaBa TEXHUYECKMX CPeAcTB 3awutbl wuam anemeHTtoB WCIIAH,
COOTBETCTBYIOLME U3MEHEHUSA AO/MKHbI OblTb BHECEHbI B CMUCOK N YTBEPXAEHbI
PYKOBOAUTENEM YnpaBneHus o6pasoBaHus . BoOArofgoHcka wnv nuLOM,

OTBETCTBEHHbIM 3a 0becreyeHune 3awmnTbl MAH.
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4. TpeboBaHnsa K nogcuctemam C3MAH

C3MH BKNOYaeT B ce6s cneaytoLme noacucTeMsi:

ynpaBneHus AOCTYMNOM, PEFUCTPALUN U YUeTa;
06ecneyeHns LLeNnoCTHOCTA W JOCTYMHOCTH;
aHTUBMPYCHOM 3aLLUNTbI;

MEXCETEBOr0 9KPaHMPOBAHUS;

aHanM3a 3allMLLeHHOCTH;

0GHAPYXXEHNS BTOPXKEHWIA;

KPUNTOrpathmyeckoii 3aluThbl.

Moacuctembl C3MAH UMeKOT pasnuyHbIA YHKLMOHAN B 3aBUCUMOCTU OT

knacca WCIIAH, onpefeneHHOro B «AKTe Knaccugpmkaunm MHGopMaLnoHHON

CUCTEeMbl MepcoHaNbHbIX AaHHbIX». CMNUCOK COOTBETCTBUSA beHKLLVIﬁ nogcucrtem

C3M/AH Knaccy 3allWlieHHOCTI npeacTaBaeH B MPUNoXeHUN.

[MoacucTeMsbl ynpasiieHNa 4OCTYNOM, perncTpaynm mn yyerta
[Moacuctema ynpaBneHua AOCTYNOM, pPerncTpaumn n yyeta npefHasHayeHa

ANst peanusauum cneayowmnx gyHKLMWIi:

NAEHTU(pMKAUMM U NpoBepKa MOAMMHHOCTA CYObeKTOB AocTyna
npun exoge B NCIAH;

NAEeHTU(PMKALMM  TEepMUHANO0B, Y3/10B CETW, KaHa/loB CBA3MN,
BHELUHWX YCTPOMCTB MO JIOFMYECKUM UMEHAM;

NaeHTU(MKaLMM nporpammM, TOMOB, Katanoros, (haisos, 3anucen,
rosei 3anucein No UMeHawm;

perncTpaymn Bxopga (Bbixoga) cy6bbLeKTOB AoCTyna B cuctemy (un3
cucTembl), nb6o perucTpaymsa  3arpyskm U1 - MHUAUMANU3aLmm
onepaunoHHOW CUCTEMbI U ee 0CTaHOBA.

perucTpayMm  NOMNbITOK  JOCTyna  MNPOrpamMMHbIX — CPeAcTB

(nporpamm, NPOLIECCOB, 3a/a4, 3aflaHIii) K 3alMLLaeMbIM (halinam;
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- peructpaumu nonNbITOK AOCTyna MpPOrpaMMHbIX CPeAcTB K
TepMWUHanNaMm, KaHanam CBfA3W, nporpaMmmam, TOMam, Kartanoraw,
(harinam, 3anucsam, nonsiM 3arnuce.

MogcucTema ynpasieHNs AOCTYNOM MOXET OblTb peann3oBaHa ¢ MOMOLbHO
WTaTHbIX CcpeacTs 06paboTkm MAH (onepauyoOHHBIX CUCTEM, MPUNOXKEHUA 1
CYB/l). Tak e MOXeT ObITb BHeJPeHO CreunanbHOe TEXHNUYECKoe CPeacTBO UK
X KOMMJIEKC OCYLLeCTBAAIOLWMe AOMNOMHUTENbHbIE Mepbl MO ayTeHTUdUKaumum u
KOHTpONto. Hanpumep, nNpUMeHEHWE eAMHBbIX XPaHWUNWUL, Y4YeTHbIX 3anucei
Nnonb3oBatenen n perncTpaunoHHon NHopMaLnu, Mcnonb3oBaHue
OMOMETPUYECKNX W TEXHUYECKMX (C MOMOLLBI 3/IEKTPOHHbLIX MPOMYCKOB) Mep

ayTeHTUUKaLUN 1 JpYyTUX.

MoacucTema o6ecneyeHmns LenocTHOCTU U AOCTYNHOCTY
MoacucTema o6ecrneyeHns LeNOCTHOCTU U [JOCTYMHOCTY NpeAHa3HayeHa

AN obecrnevyeHUss LeNOCTHOCTU W AocTynHocTu T1[4H, nporpamMHbIX W
annapaTHbIX cpeacts NCIMOH YnpaBneHus obpa3oBaHua r. BonrogoHcka, a Tak
e CpeAcCTB 3alMThl, NPU CNyYanlHOW UM HaMepeHHON MoAU(UKaLUN.

Moacuctema peanuMsyeTcd € MNOMOLWbLI  OpraHu3auuMmM  PesepBHOrO
KonupoBaHusA obpabaTbiBaeMblX JaHHbLIX, & TaK Xe pe3epBMPOBaHUEM K/THOYEBbIX
anemeHToB NCITAH.

MoacucTemMa aHTUBMPYCHOW 3allWThI
MoacucTemMa aHTUBMPYCHOW 3aWuUTbl MNpeAHasHauyeHa [Ans obGecneyeHus

aHTUBUPYCHON 3awnTbl cepsepoB U APM nonb3oBatene MCIIAH YnpaBneHus
o6pa3oBaHmMA I. BonrogoHcka.
CpefAcTBa aHTUBUPYCHOW  3allMTbl  NpeAHa3HayeHbl ANs  peanunsauunm
cneayoLwmx QyHKUNINA:
- Pe3snaeHTHbIA aHTUBUPYCHbIA MOHUTOPWHT;
- aHTMBMPYCHOE CKaHMpPOBaHMeE;

- CKpMNT-GNOKMPOBaHME;



20

- LEeHTpann3oBaHHY/yaaneHHyo YCTaHOBKY/AeNHCTanNaumnto
aHTMBMPYCHOIO NPOAYKTa, HACTPOMKY, aAMUHUCTPUPOBaHWUeE,
MPOCMOTP OTYETOB W CTATUCTUYECKOW MHpopmMaumm no pabote
NPOAYKTa;

- aBTOMaTM3MpoBaHHOE 0O6HOB/IEHNE aHTUBMPYCHbIX 6a3;

- OrpaHuMyeHme MnpaB MO/Ib30BaTeN Ha OCTAaHOBKY WCMOJIHAEMbIX
3aa4 U WU3MEHeHMUA HaCTPOEK aHTMBUPYCHOro MPOrpamMMmHOro
obecneyeHuns;

- aBTOMaTWM4yecKui 3anyck cpasy Mocne 3arpy3ku onepaumoHHOM
CUCTEMBI.

MoacucteMa peannsyeTcs NyTeM BHeApPeHUs cneuunanbHOro aHTUBUPYCHOTO

nporpaMmHoOro obecrneyeHuns Ha Bce anemeHTbl MCIMAH.

[MoacmncTema MeXCeTeBoro sKpaHUpoBaHUA
[MoacncTemMa MeXXCeTeBoro aKpaHMpoBaHUA NnpefHasHayeHa Ang peanusaymu

cnefytoLmnx QyHKLUMI:

- (MabTpauum OTKPbLITOro M 3awudpoBaHHOro (3akpbitoro) 1P-
Tpaguka no crnegyrowmnm napameTpam,

- (hmKcaumm BO BHYTPEHHMX XYpHasiax MH(PopMaLum o NpoxoasLlem
OTKPbITOM 1 3aKpbITOM 1P-Tpaduke;

- NAeHTUMKaLnm " ayTeHTU(MKaLmio aAMUHuCTparTopa
MEXCEeTEBOro aKpaHa npu ero fIoKasbHbIX 3anpocax Ha AocTyn,

- perucTtpauymm Bxoga (BbIX0fa) agMWHMCTPaATOpPa MEXCEeTeBOro
3KpaHa B cuctemy (13 cucTembl) MbO 3arpysku U nHuLMann3aumnm
CUCTEMbI M ee MPOrpaMMHOro OCTaHOBa;

- KOHTPONS LeNoCTHOCTM CBOEM NMpPorpaMMHOn U MHOPMaLMOHHOM
yacTtu;

- (UnbTpauMmM nakeToB CNYXXeOHbIX MPOTOKOMIOB, CAYXaWux Ans

ANArHOCTUKN U yNpaBfieHnsi paboToil CeTeBbIX YCTPOICTB;
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- (unbTpauum C YYETOM BXOAHOrO W BbIXOAHOrO CETEBOr0
WHTepelica Kak CcpeAcTBO MPOBEPKM MNOAMHHOCTM CeTeBbIX
afpecos;

- peructpaumm n ydeTa 3anpalinmBaemMblX CEPBMCOB MPUKNAaAHOIoO
YPOBHS;

- 6noKMpoBaHMA AOCTyNa HEUAEHTUPUUMPOBAHHOIO 0ObEKTa WNn
cyObekTa, MOAMMHHOCTL KOTOPOro Mpu ayTeHTU(UKauum He
noaTBepAunack, MeTogaMu, yCTOMUMBLIMU K NepexsaTy;

- KOHTPONA 3a CETEBON aKTUBHOCTbIO MPUIOXKEHNIA N 0BHaPYXXEHNS
CETEBbIX aTak.

Mogcuctema  peanusyeTcs BHEPEHNEM nporpaMMHo-annapaTHbIX
KOMIM/IEKCOB MEXCETEBOI0 3KpaHMPOBaHUA Ha rpaHuue JIBC, knaccom He HUxe 4.

MoacucTema aHanm3a 3alnMLLeHHOCTH
Moacuctema aHanmsa 3alULLEHHOCTU, A0/HKHA obecneymBaTb BbISIBIEHUS

YA3BUMOCTEN, CBA3aHHbIX C owmnbkamn B KoHhurypaumm MO WNCIMOH, KoTopble
MOTYT ObITb UCMO/Ib30BaHbl HAPYLLUUTENIEM A1A peann3aumnm atakvm Ha CUCTeMy.

PyHKUMOHAN MNOACUCTEMbI MOXET ObiTb peann3oBaH MPOrpaMMHbIMU U
nporpaMmHo-anmnapaTHbIMU CPeACTBaMU.

MogcrcTema 06HapYXXeHNA BTOPXKEHNI

MogcrucTema 06HapPY>KeHUA BTOPXEHWUI, LOMKHA 0becrneymBaTh BbIBNEHUE
ceTeBblX aTtak Ha anemeHTbl WCIIAH nNOAK/MOYEHHblE K CeTAM  06Lero
N0Nb30BaHUA U (M) MEXAYHAPOAHOro 06MeHa.

PyHKLMOHAN MNOACUCTEMbI MOXET ObiTb peann3oBaH MPOrpaMMHbLIMU U

nporpaMmmMHoO-annapaTHbIMM CpeEACTBAMMN.
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MogcucTema KpunTorpauyeckon sawmTol
MogcrcTema KpUnTorpagmMyeckom 3awmTbl NpegHasHaveHa 418 UCKNHYeHNs
HCA Kk 3awwuuwaemon wuHhopmaumm B WNCMOH YnpaBneHusa o6pa3oBaHus T.
BonrogoHcka, nNpu ee nepegaye rno KaHanam CBSI3W CeTeil 06LLEro Nosib30BaHUA U
(nnn) mexkayHapoaHOro obmeHa.
Moacuctema peannsyetcs BHeAPEHMEM KPUNTOrpamnyeckux nporpaMmmHo-

afmnapaTHblIX KOMIMJIEKCOB.
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5.MNonb3oBatenu NCIA4H
B MonoxeHnn nHGpopmauMoHHON 6e30MacHOCTM onpefesieHbl OCHOBHbIE

KaTeropuu nonb3oBatesie. Ha OCHOBaHWWM 3TUX KaTeropum [onaXHa ObITb
npoussefeHa Tunusaums nonb3oatenein WCIMOAH, onpedeneH WX YpPOBEHb
[LOCTyna 1 BO3MOXHOCTU.

B NCMAH YnpaeneHusa obpasoBaHus r. BonrofgoHcKa MOXHO BblAeNNTb
cnegytouime rpynnbl nNosnb3oBaTtesieil, yvyacTBylOWMX B 06paboTKe M XpaHEHUU
MAOH:

- AamuHuctpatopa NCIOH;
- AamuHucTpaTopa 6e3onacHocTy;
- Onepatopa APM;

[aHHble 0 rpynnax nonb3oBaTendx, YpPOBHe UX goctyna MU
NH(OPMUPOBAHHOCTM A0/HKEH ObITb OTpaXKeH B MaTpuue AocTyna nosib3oBaTenei
K 3almniaemMbiM MHPOPMALMOHHBIM Pecypcos.

ApmunHucTpatop NCTM OH

AamuHucTtpatop WCIMOH, CcOTPYAHUK YnpaBneHUda o6pa3oBaHua T.
BonrofgoHcka, OTBETCTBEHHbIM 3a HACTPOMKY, BHELPEHME W COMPOBOXAEHMe
NCMAH. ObecneumBaeT ()yHKLNOHMPOBAHME NOACUCTEMbBI YNPaB/ieHUs AOCTYNOM
NCIMAH » ynonHOMOYEH OCYLLECTBNATL MpefoCcTaBNeHNEe W pasrpaHnUyeHune
[OCTyna KoHeyHoro nonb3osatens (Onepatopa APM) K anemeHTaM XpaHALLUM
NepcoHanbHble faHHbIe.

AnomuHuctpatop WCMAH o6nagaeT cneaywowmMm YpPOBHEM A0CTyna W
3HaHWA:

- 06nagaet nonHoW WHdopMauuerhn 0 CUCTEMHOM W MPUKNAAHOM
nporpammHom ob6ecrneveHun NCIAH;
- o06nagaet MoOHON WHGopMaLMed 0 TeXHUYECKUX CpeAcTBax MU

KOH(urypauumn NCIaH;
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MMeeT [LOCTYN KO BCEM TEXHUYEeCKUM CcpefcTBam 06paboTku
NHopmaumu n gaHHbeiM VCMAH;
obnagaeT npasaMu KOH(UIYPUPOBAHUA W aLMUHUCTPATUBHOWA

HaCTPOMKN TeXHMYecKkunx cpegcts NCIAH.

AQMUHUCTPaTop 6e3onacHOCTH

AaMUHUCTPaTOP 6€30MacHOCTU, COTPYAHWUK YNpaBneHuss 06pa3oBaHus T.

BonrogoHcka,

OTBETCTBEHHbIA 33  (hyHKUMOHMpoBaHMe C3MAH, BKAOYas

06CNy)XnBaHMe W HACTPOMKY aAMUHUCTPATUBHOW, CEPBEPHOM W K/IUEHTCKOM

KOMITOHEHT.

A[MUHUCTpaTOp 6e30MacHOCTY 061afaeT cnefdytouM YPOBHEM A0CTynNa W

3HAHUN:

ob6nagaet npasamu AgmuHuctparopa NCMAH;

ob6nagaeT NonHon nHgopmaunein 06 NCIMaHx;

nMmeeT  JOCTYNn K CpefcTBaMm  3aWuTbl  MHQOpmauum u
NPOTOKO/INPOBAHUA N K YaCTW KNo4veBblX 3iemeHToB VCTOH;

He WMeeT npaB [AOCTyna K KOH(UIYpUPOBAHUIO TeXHUYECKUX

CPeACTB CETW 3a UCKTHOUYEHNEM KOHTPO/bHbIX (MHCMEKLIMOHHbIX).

AAMUHUCTPATOP 6830MACHOCTU YNOTHOMOYEH:

PEaNn30BbIBATLMNONNTUKA GE30MACHOCT B YaCTM HACTPOWKY
CK3W, MeXCeTeBbIX 3KPaHOB U CUCTEM OGHApPYXEeHWUs aTak, B
COOTBETCTBMM C KOTOpPbIMU nonb3oBaTenb (Onepatop APM)

nosly4yaeT BO3MOXHOCTb paboTtaTb ¢ anemeHTamu NCI4H;

OCYLLECTBNATb ayAUT CPEACTB 3aLUUThI;

Onepatop APM

Onepatop APM, coTpygHUK YnpaBneHusa o6pa3oBaHuA T. BOnrogoHcka,

ocyuwiecTBnsAoWmMin 06paboTky MAH. O6paboTka MAH BKAOYaeT: BO3MOXHOCTb
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npocmotpa MAH, p)uHoin seog MNAH B cuctemy NCIAH, dopmMupoBaHme cnpaBok

M OTYETOB NO WH(opmauuu, nonyyeHHon wu3 WCIML. Onepatop He umeeT
MOSIHOMOYMNIA ANs ynpasneHmsa nogcucremamm obpaboTkn gaHHbix u C3MAH.
Onepatop NCIMAH obnagaet cnefyrowmMm ypoBHEM A0CTYMa U 3HAHWA:

- o06nagaet BCeMM HeobXxoguMMbIMKM  atpubyTamu  (Hanpumep,

naponem),  obecneyvBalOWMMM  LOCTYN K  HeKoTopomy

nogMHoxectsy AH;

- pacnonaraeT KOHMAeHUMANbHbIMWA AaHHbIMW, K KOTOPbIM MMeeT

[0CTYyn.
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6.TpeboBaHMA K nepcoHasny no obecnevyeHnto 3awnTobl MAH
Bce coTpyaHuKn YnpasneHus obpasoBaHusi r. BonrogoHcka, ssnsitowmecs

nonb3osatenamu  WCIMAH, [OO/MKHbI YeTKO 3HaTb W CTPOro  BbINOJMHATb
YyCTaHOBJ/IEHHbIe MpaBuia n 0653aHHOCTU MO AOCTYNY K 3aliULLLaeMbIM 06beKTam U
CO6MOAEHNIO NPUHATOrO pexknma 6esonacHocTu MAH.

Mpwn BCTYNNEHUN B [O/MKHOCTb HOBOFO COTPYAHWMKA HENOCPefCTBEHHbIN
Haya/lbHUK nojpasfefieHns, B KOTOPOe OH NocTynaeT, 0653aH OpraHM3oBaTb €ro
03HaKOM/IeHWe C [AOMKHOCTHON WHCTPYKUMER U HEeOoO6XOAMMbIMU [LOKYMEHTaMw,
pernaMmeHTUpyroLWwmMmMn TpebosaHus no 3awmrte MAH, a Takxke 006yYeHNe HaBblKam
BbIMO/IHEHMA MpoLeayp, HE0OX0AUMbIX AN CAHKLMOHNUPOBAHHOIO MCNOMb30BaHUA
NCnaH.

COTpYAHUK [0/MHKEH OblTb 03HAKOM/JEH CO CBEAEHUSIMW  HacTOsALWEN
MonuTuKKN, NPUHATLIX Npoueayp pabotsl ¢ anemeHTamu NCIAH n C3rMNA4H.

CoTpyAHUKM YnpaBneHns o6pasoBaHus r. BONrofoHcKa, MCnonb3ytoume
TEXHUYECKMEe CpeacTBa ayTeHTU(MKaLUWU, LOMKHbI 06ecrneymBaTb COXPAHHOCTb
NOEHTU(HUKATOPOB (3NEKTPOHHLIX Ktovein) n He gonyckaTb HC/, K HAM, a TaK Xe
BO3MOXHOCTb UX YTEpU WAN WUCNONb30BaHWA TpeTbMMW nuuamun. onb3osarenu
HEeCyT MepcoHa/lbHYt OTBETCTBEHHOCTb 3@ COXPAHHOCTb UAEHTU(MKATOPOB.

CoTpyaHUKN  YnpaBneHusa ob6pasoBaHusa . BonrogoHcka  LO/DKHbI
cnefoBaTb YCTAaHOBJ/IEHHbIM Mpouefypam MnoAdepXaHusa pexuma 6e3onacHoCTH
MAH npu BbIGOpe W WCMNONb30BaHMM Mapofnieil (ECAM  He UCMNOJb3YHTCH
TEXHNYECKMe CpefCcTBa ayTeHTUMKALNN).

CoTpyAHUKM  YnpaBneHusa o6pasoBaHuMs . BonrogoHcka  [O/KHbI
obecneymBaTb Hafgnexawlyw 3awuty o6bopyaoBaHus, ocTaefsemoro  6es
npucMoTpa, OCOBEeHHO B Tex CcflyyaaX, Korga B MOMELIeHWe WMerT [OCTyn
MOCTOPOHHMe nuua. Bce nonb3oBatenn [JOMKHbI  3HaTb TpeboBaHUA Mo
6esonacHocTn MAH v npouedypbl 3awWnTbl 060pyA0BaHUA, OCTaBlIeHHOro 06e3

NPMCMOTPA, a TaKXXe CBOM 0653aHHOCTX MO 06ecneYeHnto Takow 3alnThl.
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CoTpyfgH/Kam 3anpeLlaeTtca ycTaHaB/MBaTb MOCTOPOHHEe nporpamMHoOe
obecneyeHne, MOAKNOYATL JIMYHbIe MOOWU/IbHbIE YCTPOACTBA W  HOCUTENU
NH(OPMALMK, a TaK XKe 3anmncbiBaTbh Ha HMX 3alluLaeMyo MHOpMaLUo.

CoTpyAHMKaM 3anpeLaetca pasrnawarbs 3awuuiaemMyro  MHgpopmMauumio,
KOoTOopasd cTana MM W3BecTHa npu pabote C MH(POPMaUMOHHLIMW CUCTEMaMM
YnpasneHus o6pa3oBaHus r. BonrogoHcka, TpeTbum nnLam.

Mpn pabote ¢ NAH B NCTMAH COTPYAHUKN YnpaBieHns o6pa3oBaHuUs T.
BonrogoHcka 0653aHbl 06ecneynTb OTCYTCTBME BO3MOXHOCTM npocmotpa MAH
TpeTbUMN NnLaMn ¢ MoHMTopoB APM nnn TepmmnHanos.

Mpwn 3aBepieHnn paboTol ¢ WCMOH coTpyAHUKM 0653aHbl 3alnTUTs APM
WU TePMUHAsbI C NOMOLLbIO G6/TOKMPOBKM KNHOYOM UM 3KBUBANEHTHOTO CpeacTBa
KOHTPO/IA, Hanpumep, AOCTYMOM MO Maposio, ec/iv He WCNosb3yrTca 6osee
CU/IbHbIE CPEefCTBA 3aLUThI.

CoTpyAHUKM YnpaBneHus ob6bpa3oBaHusA . BOnrofoHcka [O/MKHbI ObiTh
NMPOUH(pOPMUMPOBaHbl 06 Yyrposax HapylleHus pexuma 6GeszonacHocTn TAH u
OTBETCTBEHHOCTM 3a €ro HapyweHune. OHU [O/MKHbI ObITb O03HAKOM/IEHbI C
YTBEPXAEHHON  (popManbHOW  NPOLEsYpOin  HalOXKeHUs  AUCLMUNINHAPHBIX
B3bICKAHW Ha COTPYAHWKOB, KOTOPble HapyWWIM NPUHATbIE MNOMNTUKY U
npoueaypbl 6esonacHocT MAH.

CoTpyaHuKM 0693aHbl 6€3 NpomeaneHns coobuatb 060 BceX Hab04aeMbIX
WX NOAO3PUTENbHBLIX cny4vasax paboTbl MCIAH, MOrywmux nosnedyb 3a CO60M
yrposbl 6esonacHoctn T[H, a TakKXe O BbISB/IEHHbIX UMW COBLITUAX,
3aTparvBarolwmx 6esonacHoctb [1[H, PYKOBOACTBY MoApasfefnieHns u nuuy,

OTBevaloLLemMy 3a HeMefl/IeHHOe pearvpoBaHmne Ha yrpossl 6esonacHocT MAH.

L Oo/MKHOCTHbIe 06513aHHOCTW nosib3oBatesien NCIMOH
[O/MKHOCTHbIe  06sA3aHHOCTM  nonb3oBaTenein WCIMOH  onucaHbl B

cnefyrowmnx AoOKyMeHTax:
- WNHcTpykunsa agmuHuctpatopa NCIMAOH;

- WNHCcTpyKuma agmuHucTpatopa 6esonacHoct MCIMAH;
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- WHcTpykumna nons3osatens NCIAH;
- VHCTpyKUMa nonb3oBatena npu BO3HWUKHOBEHUW BHeLITaTHbIX

cUTyauui.

OTBeTCTBEHHOCTb cOTpYyAHNKOB NCIH Y npaBneHna obpasoBaHus T.
BonrogoHcka

B cooTtBeTcTBUN CO CT. 24 defepanbHOro 3akoHa Poccuitickon depepaunmn
oT 27 vmiona 2006 r. Ne 152-®3 «O nepcoHanbHbIX AaHHbIX» N1La, BUHOBHbIE B
HapylweHnun TpeboBaHU AaHHOro defepanbHOro 3aKoHa, HeCcyT rpaXAaHCKYHo,
Yr0N0BHYIO, aAMUHUCTPATUBHYIO, AUCLMUMNINHAPHYIO U WHYHO NPefyCMOTPEHHYIO
3aKoHogatenbcTBOM Poccuinickon Pefepaumn OTBETCTBEHHOCTD.

[JelcTBytlolee 3akoHo4aTennbCTBO PP Mo3BoNSET NpeabsaBATh TpeboBaHUS
no obecrneyeHnto 6Ge3onacHoM paboTbl C 3awuuwiaemMor WUHDopMaumen u
npefycmaTpuBaeT OTBETCTBEHHOCTb 3a HapyLlleHWe YCTaHOBJMIEHHbIX npaBun
akcnnyatayum 9BM u cuctem, HenpaBOMepHbIA AOCTYN K UH(hOpMaLUn, ecnm atu
AEVCTBUA NPUBENN K YHUUTOXEHWIO, 6NOKMPOBaHNIO, MOAUPUKaLMK NHGOpMaLUK
NN HapyLeHuto paboTel 9BM nnu cetein (ctatbmn 272,273 n 274 YK P®).

AomuHuctpatop WCMAOH w©  agMuHucTpatop 6e30MacHOCTU  HecyT
OTBETCTBEHHOCTb 3a BCE [AeWCTBMSA, COBEPLUEHHbIE OT MMEHMN [AX YYETHbIX 3anucen
nnn CUCTEMHbIX  YYEeTHbIX  3amnucewn, ecnu He  [0KasaH (hakT
HeCaHKLMOHMPOBAHHOIO UCMO/b30BaHMA YUYETHbIX 3arucen.

Mpn HapyLweHnAX COTPYAHUKaMKN Y npaBneHns obpasoBaHusa r.BonrogoHcka
- nonb3oBatenent MCIMAH npaBun, cBA3aHHbIX C 6e30NacHOCTbIO MH, OHM HecyT
OTBETCTBEHHOCTb, YCTaHOB/IEHHYIO [NEeNCTBYIOLLUM 3aKOHOAaTe/IbCTBOM
Poccuitckoin depepauuin.

MpuBeaeHHble Bbiwe TpeboBaHMA HOPMATUBHbLIX AOKYMEHTOB MO 3aliuTe
NHOPMaLUNKM  [O/MKHbI OblTb OTpPaXKeHbl B [10M0XEHMAX O noapasfeNieHnsAx
YnpaeneHus obpaszoBaHus . BonrofgoHcka, ocyuecTsasfowmx o6paboTky MAH B
NCIMAH 1 LOMKHOCTHBIX UHCTPYKLMAX COTPYAHNKOB Y NpaBneHns obpasoBaHus .

BonrofoHcka.
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Heobxoanmo BHecTU B [10N0XeHMA O nofpasfefieHnax YnpaBneHus
obpasoBaHusA . BonrogoHcka, ocyulecTBasoowmx o6pabotky MAH B MCMAH
cBefleHMA 006 OTBETCTBEHHOCTW WX PYKOBOAUTENEW W  COTPYAHUKOB 3a
pasrnawleHme UM HECaHKUMOHMPOBaHHYKD  MOAUGDUKALUIO (nckaxeHwue,
(hanbcnukaunto) NAH, a TakKe 3a HeNnpPaBOMEPHOe BMELLIATE/IbCTBO B MPOLIECCHI

MX aBTOMAaTM3MPOBAHHOW 06paboTKMN.
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T.Cnncok ncnosnb3oBaHHbIX UCTOYHNKOB
OCHOBHbIMW HOPMAaTUBHO-MPaBOBbLIMAU N METOANYECKMMU AOKYMEHTAMN, Ha

KOTOpbIX 6a3mpyeTcs HacToAwas MNonntuka, ABNATCA:
depepanbHbli 3aKoH 0T 27.07.2006 Ne 152-d3 «O nepCcoHasIbHbIX faHHbIX»
(panee - @3 «O nepcoHaNbHbIX AAHHbIX»), YCTaHaBMMBAKOLWMIA OCHOBHbIE
NpUHUKMNbLI 1 ycnosus obpaboTku MAH, npasa, 0653aHHOCTU U OTBETCTBEHHOCTb

YYaCTHUKOB OTHOLLEHWIA, CBA3aHHbLIX ¢ 06paboTkou MAH.

«TpeboBaHMsA K 3amuiTe MepcoHasnbHbIX [aHHbIX NpuW UX 06paboTKe B
MHOOPMALIMOHHBIX  CUCTEMAxX MEPCOHaNbHbIX  AaHHbIX», YTBEPXK/AEHHbIE

MocTaHoBneHueM lMNpaButensctea P® ot 01.11.2012 Ne 11109.

«[opafoK NpoBeAeHUs  KnaccuumKauuv MHHOOPMALMOHHBIX  CUCTEM
MepPCOHaNbHbIX [aHHbIX», YTBEPXAEHHbIA COBMeCTHbIM [pukasom ®CTIK

Poccun Ne 55, ®@CB Poccunm Ne 86 n MuHuHdgopmessasm PO Ne 20 ot 13.02.2008.

«lMonoxeHne 06 0CO6EHHOCTAX 06pPabOTKM MepCOHaNbHbIX [aHHbIX,
oCyllecTBNsemMoli 6e3 MCNonb30BaHUA CPeACTB aBTOMAaTU3aLMU», YTBEPXKAEHHOE

MocTaHoBneHuem MpaButensctea P® ot 15.09.2008 Ne 687.

«Tpe6oBaHus K  MaTepuanbHbIM HOCUTENsAM 6MOMETPUYECKUX
MEPCOHANbHbIX [aHHbIX W TEXHOMOTUAM XpaHeHWUsi TaKMX [aHHbIX BHe
MHDOPMALMOHHBIX  CUCTEM MepPCOHaNbHbIX  AaHHbIX», YTBEPXK/AEHHbIE

MocTaHoBneHueM [MpaBuTensctea P® ot 06.07.2008 Ne 512.

HopmaTuBHO-MeTOANYECKME  LOKYMEHTbl  dDefepanbHOM  cnyx6bl  No
TEXHUYECKOMY W 3KCMepTHOMY KOHTposito Poccuiickon Pepepaunn (ganee -
®CTOK Poccum) no obecneyveHunto 6esonacHocTn MAH npy nx o6paboTKe B

NCIAH:
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BasoBas Mofgenb Yrpo3 6e30MacHOCTM MePCOHaNbHbIX [aHHbIX MpU UX
06paboTKe B MH(OPMALMOHHbIX CUCTEMAX MEPCOHaNbHbIX [aHHbIX, YTB. 3am.

anpektopa ®CTIK Poccmm ot 15.02.2008.

MeToAnKa ONpeAeneHns akTyasbHbIX Yrpo3 6€30MNacHOCTU MEPCOHaNbHbIX
NaHHbIX MNpU UX 00paboTKe B WH(OPMALMOHHBLIX CUCTEMAX MEPCOHANbHbIX

JaHHbIX, YTB. 3aM. gupektopa ®CTIK Poccum ot 15.02.2008.

Mpukaz PCTIK Poccum ot1 11.02.2013 Ne 17 «O6 yTBEPXKAEHUN
TpeboBaHWin 0 3alMUTe UHOPMALUN, HE COCTABNAIOLMX rOCYAapCTBEHHYIO TalHy,

COJIEPXKALLMXCA B rOCY/JapCTBEHHbIX MHDOPMALIMOHHbIX CUCTEMAX>.

Mpukas ®CTIK Poccum ot 18.02.2013 roga Ne 21 «O6 yTBEpXAEHUN
CocTaBa M COfepXXaHUsA OpraHM3auMOoHHbIX N TEXHUYECKMX Mep No 06ecrneyvyeHuto
6e30MNacHOCTN NepPCOHasbHbIX AaHHbIX NpU UX 06paboTKe B MH(POPMALNOHHLIX

cnctemMax rnepcoHanbHbIX AaHHbIX».



